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I. Introduction 

Movant Innovate Labs, LLC respectfully moves this Court to partially unseal an order 

(“the Order”) issued by this Court under 18 U.S.C. § 2703(d). Innovate Labs has prepared a 

proposed redacted version of the Order, along with Innovate Labs’ response, and has attached 

those materials as Attachment A to this motion. Innovate Labs further requests the unsealing of 

this motion and any resulting Court order. The government has informed Movant that it does not 

oppose this motion. 

 Innovate Labs seeks this relief in order to inform the public that the company received 

and responded to legal process. As reflected in Attachment A, Innovate Labs’ interest extends 

only to notifying the public about the fact of the legal process and Innovate Labs’ response. 

Innovate Labs does not seek to publish (and has therefore redacted) identifiers that the 

government demanded customer or subscriber account information for. Nor does Innovate Labs 

intend to notify any user(s) because it does not have information sufficient to do so. Innovate 

Labs has also redacted personal information of government employees to protect their personal 

privacy. 

II. Procedural History 

On January 6, 2022, this Court entered an order, upon the ex parte application of the 

United States, to Innovate Labs under 18 U.S.C. § 2703(d) to disclose certain records and other 

information pertaining to three identifiers. The Court further ordered, presumably under 18 

U.S.C. § 2705(b), that the Court’s Order and attachments thereto be filed and kept under seal, 

and that Innovate Labs not disclose the existence or content of the Order and attachments thereto, 

for a period of two years unless otherwise ordered by the Court. 

On January 25, 2022, Innovate Labs responded to the Order through a letter to the 

government indicating that it maintained no records responsive to the Order.  

III. Jurisdiction 

The Court has jurisdiction over this motion because “[e]very court has supervisory power 

over its own records and files.” Nixon v. Warner Commc’ns, 435 U.S. 589, 598 (1978); accord 

Chambers v. NASCO, Inc., 501 U.S. 32, 43 (1991). 
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IV. Argument 

In order to justify an ongoing court seal under 18 U.S.C. § 2705(b), the Court must 

“determine[] that there is reason to believe that notification of the existence of the warrant, 

subpoena, or court order will result in . . . (1) endangering the life or physical safety of an 

individual; (2) flight from prosecution; (3) destruction of or tampering with evidence; (4) 

intimidation of potential witnesses; or (5) otherwise seriously jeopardizing an investigation or 

unduly delaying a trial.” In addition, under both the First Amendment and common law, the 

public enjoys a right of access to court records. See, e.g., Press-Enter. Co. v. Superior Court, 478 

U.S. 1, 8 (1986); United States v. Higuera-Guerrero, 518 F.3d 1022, 1026 (9th Cir. 2008); Foltz 

v. State Farm Mut. Auto. Ins. Co., 331 F.3d 1122, 1134–35 (9th Cir. 2003); Ctr. for Auto Safety 

v. Chrysler Grp., 809 F.3d 1092, 1101 (9th Cir. 2016).  

Stripped of the identifiers targeted by the government’s investigation, the redacted Order 

poses no risks justifying a court seal or restriction on Innovate Labs’ speech recognized by the 

statute. Moreover, as the government’s non-opposition to this motion reflects, publication of 

Attachment A does not jeopardize any significant government interest. See United States v. 

Custer Battlefield Museum, 658 F.3d 1188, 1195 n.5 (9th Cir. 2011) (finding that redaction is an 

appropriate and effective way to protect law enforcement and privacy interests while vindicating 

the public’s right of access).  

At the same time, publication of Attachment A serves important public interests. Innovate 

Labs depends on user trust in the privacy, security, and transparency of its service. As Innovate 

Labs has publicly stated, the company designed its service to minimize the data it retains about 

its users. Because of its product Lantern’s encrypted design and other privacy features built into 

Innovate Labs’ software platform, Innovate Labs possessed no responsive information to the 

government request at issue here. This is not the first time Innovate Labs has sought to partially 

unseal law-enforcement requests for user information. When Innovate Labs’ parent company 

Brave New Software has received and responded to government demands for user information, it 

has sought to publish redacted versions of those demands and responses. See Brave New 

Software, Responses to Government Subpoenas, 
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https://lantern.s3.amazonaws.com/correspondences.pdf. This is precisely the same process and 

outcome Innovate Labs seeks through the present motion. 

V. CONCLUSION 

For the reasons explained above, Innovate Labs respectfully requests that this Court 

partially unseal its Order as reflected in Attachment A, along with this motion and any resulting 

Court order.   

 
 
Respectfully submitted, 

 
Dated:   March 4, 2022              /s/ Jennifer Stisa Granick    

 
 Jennifer Stisa Granick (CA Bar No. 168423) 

AMERICAN CIVIL LIBERTIES UNION 
FOUNDATION 

39 Drumm Street  
San Francisco, CA  94111 
T: 415.343.0758 
jgranick@aclu.org  
 
Attorney for Movant 

 

 

 
 
 
 

 



ATTACHMENT A 



	

National Office
125 Broad Street, 18th floor 
New York NY 10004 
(212) 549-2500
aclu.org

January 25, 2022 
 
 BY EMAIL 
 

Jeffrey Pung, Paralegal 
U.S. Attorney’s Office 
450 Golden Gate Ave., Floor 11 
San Francisco, CA  94102 

 jeff.pung@usdoj.gov 
 

Re: Response to Order Under 18 U.S.C. §§ 2703(d) & 3512, Case 
No. CR22-90007 MISC SK 
 
Mr. Pung: 
 
Through this letter, Innovate Labs, LLC responds to your January 
14, 2022 letter, attaching a § 2703(d) order dated January 6, 2022, 
that seeks multiple categories of subscriber and account information. 
The American Civil Liberties Union represents Innovate Labs for 
the purposes of responding to the order. Please refer this letter to an 
attorney representing the government in this matter. 

With respect to the information sought in the order, our client does 
not have any responsive information.  

However, we note that there is a two-year non-disclosure order 
(NDO) associated with the order. As we have done in past cases, we 
intend to move the court to partially lift that NDO so that our client 
can publish a redacted version of the order that does not disclose the 
identifiers listed in Attachment A. We have attached a copy of what 
that redacted and unsealed document will look like. Please inform 
us of the government’s position on this forthcoming motion. Of 
course, we are happy to discuss our motion at your convenience.  

As I said, our client does not have any responsive information. As 
background, Innovate Labs provides VPN services to users who sign 
up with an email address. Innovate Labs customers do not provide 
the company with either domain names or IP Addresses. The order 
does not list any email addresses—only two domain names and one 
IP Address. These pieces of information do not and cannot refer to 
any of our client’s VPN users.  

Nevertheless, Innovate Labs searched the few business records it 
retains for the three identifiers listed in Attachment A, and it found 
no responsive documents or other information. As a result, our 
client has nothing to provide in response to this legal process.  



	

Finally, Innovate Labs—by design—does not possess almost any of 
the categories and types of information listed in the order. If there 
are any future demands for user information from Innovate Labs, 
please review our client’s website to learn what data Innovate Labs 
does collect and retain. Innovate Labs publishes this information 
about its data collection and retention policies in support of its 
commitment to transparency 1  The software application utilizes 
state-of-the-art technology to provide fast, uninterrupted access to 
the open Internet, using a variety of techniques to bypass censorship 
and firewalls. The company does not log information linking 
accounts to real identities, purchase information, connection logs, 
or most other information.2  

Please let us know your position on partially unsealing these 
documents. Any future correspondence regarding this matter 
should be directed to undersigned counsel.  
 
Sincerely,  
 
/Jennifer Stisa Granick/ 
 
Jennifer Stisa Granick 
American Civil Liberties Union Foundation 
39 Drumm Street 
San Francisco, CA 94103 
T: 415.343.0758 
jgranick@aclu.org 
 
Brett Max Kaufman 
Patrick Toomey 
American Civil Liberties Union Foundation 
125 Broad Street, 18th Floor 
New York, NY 10004 
T: 212.549.2603 
bkaufman@aclu.org 
 

																																																								
1 See https://getlantern.org/en_US/index.html. 

2	See	https://s3.amazonaws.com/lantern/LanternPrivacyPolicy.pdf	
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